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Ransomware shuts down 
600 + employees of a Swiss 
franchise business

As more than 20 TB of critical files were encrypted and entire systems 
shut down, a task force was put together: Swiss IT Security AG assem-
bled the next day and performed a thorough analysis of all impacted 
systems, immediately beginning recovery steps. Within a few days, 
all systems were restored and even backups were searched for tra-
ces of the Ransomware. The company was able to resume opera-
tions within a few days, while Swiss IT Security AG established new 
security solutions and network segmentation within the first week to 
help shield from any future malicious attempts.

A recent attack shows how Ransomware can 
grind any business to a halt in a second: A size
able Swiss franchise business with more than 
190 branches, 126 servers, and 600+ employees 
were hit overnight on a Saturday morning. The 
message was plain and simple …
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Timeline of Events

Saturday
11 am

The attack begins
First service outages 

and unrest among 
employees begins

Saturday
4 pm

Discovery of attack
More infected 

devices were discovered 
over time

Saturday evening 
and Sunday

Taskforce
Assembly of multiple 
experts and forensics

Analysis
Taskforce analyzes 

infected devices and 
the severity of the attack

Monday

Police involvement
Filing a police report

Subsequent 
two weeks

Restoring backup
Scanning the backup 

for infected files

Following year

Establishing new 
security guidelines

Establishing and evaluating 
new security solutions  

and expand on 
network segmentation
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